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The average annual growth rate of exposed accounts is 2|{ which is largely tied to the proliferation of 

infostealer malware

The °©§¥§´¶©²¶´¤¢©µ²§¡² ��²¢¥®²�°��¶§¥²£¶�¢©³¶¥�²¶�²�¶�¥¶¯©¢¥µ�²factoring in:

Õgfq[i]qsdsiYOjhvpLPj^\Mh^RSpv\^Qk\^ORvhÁ½¼»¹¸»ØhkRRPkNNMhYOjhkhNkjQphv\jpkn^RQhuNk\YOjnº

û[goliXqssmshYjOnhkLLOPR\h\kãpOSpjvhÁ½¼Ý¸òØhkRRPkNNMº

CosdqVm[i]ho[xi[askeh`_^L_hLkRhNpkWh\OhdmxsiqTiVaXXaqxsiaxiXqsdi[mbmxomipkL_hMpkj̧

https://blogs.manageengine.com/it-security/2024/01/25/understanding-the-okta-supply-chain-attack-of-2023-a-comprehensive-analysis.html
https://blogs.manageengine.com/it-security/2024/01/25/understanding-the-okta-supply-chain-attack-of-2023-a-comprehensive-analysis.html


+���!�'��%&&# *��*�*����*����*�&��*��������*���&���&&��*
���*���	�����&��"�������*�"*�� ����������&��


���*���	����)����*�����*����#���*�� *��*�&���*���&����$�����#������*����� ��*�� ���*�����&"#����*�� ������

��&���*���*���������&��&��"����������*�&����&����� �(��#�����*�
�**���#"�*�����������*�����"*�����������*�

���*��*���&��&��

, 3��*��&

?O:SNEJF>A=QNQ:JNMAJQ:>QEJF><A;PICDHDLB@GRDHB98BR796BHD5IHR4K

t{m�rwb�qm~q|q{zqp{z{fs~ki~zkhgekrf~kb~ib��~fkkzr�������  &���	���*����&�*��� ���*� ����*���&��*��

�*���&����&��*���*�*��*���&����U����
�*�*��]���&��*���

­®ikrf�qz�b~¨qzhqb�~¤�¶¢���¤·�«�����«���¢¶«���«¢¶�¤¢�¶²«¤·«�·«±µ���ª£�µ¡ª��µª�µ ¡�°«�¥�¶��¶¢«�¤���«

�¤·���·�·�«�¤��¢¤���¶²«�¶���¤·«�¤�¶·�«�·²«�¢¶²¶·�����«����«¤§«��¶«����¶¶�«¤�«¤��¤¢��·���«��«�¢¤��²�·�«

�«��¶�²�«������«¤�«�¢¶��«��¤�¶·«²���«����«��·«�¶«�¶�¶¢��¶²«�·«������°©

ùî,í�î*��ÿ�� �����&��Ö*�"�����î&����#�%�&"���
�!�'���ø���"���&��&���������*
��&�*����*�*���� ���*�"�����Ìí&��*���&��+��"*�Å�,×��%��¿"��B7½56¼ððö9R7ôÞKPIÆð¾üPð¾DÞG556DPÈLÞ6Pð

966ôD6ðÁüÄ966ôDPIÆÆD8RÈÁº¹¹Õ»¹óÕÊ

��*��ø&�� &����

í����*��Ö&�����*�


� ���&"��ÿ�


� ���*���&

$�*�!�*�&

&��������&

í&��!�*�

+��&��*� *��#�����

��*�*���� ����:E�������

í����&�ÿ���*��*���

/�&��*��ø���

ø����$�P ����*���&&

í��+�������!��!�*��


� ���*&

Ö* ���*������*�

+������!� �m&#����*�

:����#*���&#*��*�

m&#��� *����*��������!�*��

����&�*�������!!!�

�* *#����í����* �

í��*�����*�#�&!���

�*��#�����&�!���(*�&

�����������!�*�&�&

 ��*��*��� ���*

¶´±³µ¯­²

«°ªª¯©¬³

®¯¨­§¦¯¬¥

¼©¹¯µ°

��*��*��&���&&
�&�������*�����È

�������� ����*����Ç
���� &�������&��
�*�*��!���&��

±ÝÝ©Û¹Ú¬¯¹Ö

ÿ�*�!��*������*���&�
�&�������*�����È

í&����������*���&��
�*���&���&&��*��

���� �� *������ &���&��

¼°­¬ª

��*���� ����&�&
�&& ���*�*�������&�
�&�������*�����È

î��* ������ �� *�
�&& �*��������!�&��� �

F¯¥ÚÛ°³1

IQfo<E>NM>SAMNMwNS>AOp>SNEJoQ<

https://flare.io/learn/resources/a-tale-of-two-campaigns-infostealer-infections-victim-screenshots-and-a-glimpse-into-the-worlds-strangest-economy/
https://github.com/w3c/webappsec-dbsc/issues/13#issuecomment-1977657864
https://github.com/w3c/webappsec-dbsc/issues/13#issuecomment-1977657864


������
��������
���
	����������
������

A<4<6B=?D<8@

5317I0G07C.-72+;;7�"I7+"7G3+:7:1*G+."7+:7;0/,1;C7F0:1I7."7+"E1*G1I7I1)+*1:H7'"7.G31/72./I:%7I1)+*1:7231/17

+"E.:G10;1/7>0;20/1720:7:-**1::E-;;C71!1*-G1I70"I7F/.2:1/7I0G0720:71!G/0*G1IH75317I0G07+:7F0:1I7."7

*.;;1*G+."71 ./G:7:90""+",7099/.!+>0G1;C7E.-/7C10/:H7�./7:+>9;+*+GC%7217/1*.>>1"I70::->+",7."171!9.:1I7

I1)+*17*.//1:9."I:7G.7."171!9.:1I70**.-"GH7$3+;17+G�:7*1/G0+";C7G/-17G30G707"->F1/7.E7+"E1*G1I7I1)+*1:7>0C7

*."G0+"7>-;G+9;171!9.:1I70**.-"G:7E./7G317:0>17099;+*0G+."%70"I707"->F1/7.E71!9.:1I70**.-"G:7>0C709910/7

."7>-;G+9;17+"E1*G1I7I1)+*1:%7G31:17:-F:1G:70/170::->1I7G.7>./17./7;1::7F0;0"*1710*37.G31/7.-GH753+:7#�#7

1:G+>0G+."79/.)+I1:707/10:."0F;1%70;F1+G7+>91/E1*G%7F0:1;+"17+"G.7&5�70"I7:1::+."73+�0*�+",71!9.:-/1H75317I0G07

E.*-:1:7."7.)1/7#��7.E7G3172./;I�:7>.:G72+I1;C7-:1I721F7099;+*0G+.":%7F/.�1"7I.2"7FC7+"I-:G/+1:70"I7:-F(

+"I-:G/+1:%72+G37*.>90"C7"0>1:70"."C>+�1IH

XMS��
	������P���

�./7G31:17�,-/1:%7217G..�707

/0"I.>7:0>9;17.E7n�7.E7G317#��7

21F7099;+*0G+.":70*/.::7>-;G+9;17

+"I-:G/+1:H7Z:G+>0G1I71"I7-:1/:7E./7

10*3721F70997/0",1I7E/.>7r7

>+;;+."7G.7Y��7>+;;+."H

{yxz
�1I+0"7$1F7&997&5��

Z!9.:-/17|0G1

�y{�
�1I+0"71!9.:1I�

-:1/70**.-"G:

X¨������ª�¥��
	�����X����
���¬��
��§��

�
������ X¨��������
��§���
	�����������
�

¸µ´·³¶²°¯±·³ ½¼n%���

Ê³ÐÎ¯²ÆÐµ±Â´Í·Ì·ÍÏ²¸³³¸²¿²¾¶µÂ± nYÓ%���

Ø·±¯µ²×³Ú¯Þ #½n%���

çèÍ¯ÐÍ³·èÚ¯èÍ²¿²¸ÍÐ¯³Ú·èÎ #½�%���

çñ¾µÚÚ¯Ð´¯ #�Ó%���

¾ÐÏ÷Íµ #ü%���

�¯�Þ Ó%���

�Ð³Ì¯¶²¿²�µÞ÷·Í³¶·ÍÏ �%���

�·èÍ¯´� r%���

×³Ú ¶·èÎ ½%���

*³è&·èÎ Y%���

¾Ï ¯ÐÞ¯´ÂÐ·ÍÏ Y%���

½ ;0/1H+.



� �������

$�!��#!� !�������!��$�����
��"���
�������
���!��	�!�

% (%%&%%%

2�.��-*1�)��

E��C�*<��)>.6�:�64*

2��2*=*B-�>)

W!�S!��
!�������"���
�H!�!�
����
��

_�
�
�
�

��

d�)��*f�h�`

qs6��6��sh�s6*=*

26���h�sC

q{B�hh��.�

�%%&%%% �%%&%%% �%%&%%%

% �%%% �%%% �%%% (%&%%%

B�4�6�

���`

W!�S!��
!�������"���
�H!�!�
����
��

_�
�
�
�

��

¡��:�-*=*

��`��6�-�64

¨�s6�.£

f�h¬-�sC

E�C�.4*¨�s�s.�

B4¬��`�.>��64

²%%% (�&%%% (�&%%% (�&%%%

º¼�!���
����

¡£���*�`*�*.-���*.����-�6��s*¬�6���s*6£�*s>h¬��*�Ê*>`��`*�*��¬*���-�.�6��s*£�`*�s)*�6`*�Ã��`>��*��6£�s*

¨-���Ï̀ *)�6�¬�`��*E��C�*`�.��-*h�)��*�-�6Ê��h`&*��6£*£>s)��)`*�Ê*h�--��s`*�Ê*>`��`*���-)��)�&*6�s)*6�*

£�:�*£�C£��*�Ã��`>��&*�£����`*.�4�6�.>���s.4*�Ã.£�sC�`*�s)*C�h¬-�sC*��¬`�6�`*64��.�--4*£�:�*�*

`h�--��*>`��*¬�`�*�s)*.����`��s)�sC-4*-����*�Ã��`>���

é6*�`*�h���6�s6*6�*.�s`�)��*6£�*�s£���s6*)�:�.�*¬��`*�s*6£�`*)�6�`�6�*és*h�`6*.�`�`&*6£�`�*�..�>s6`*����*

-��Ý�)*Ê��h*�*¬���`��*�s*�*å�s)��`*-��6��*��*)�`Ý6��*��6£��*6£�s*�*h�¬�-�*)�:�.�*-�Ý�*�*`h��6�£�s�*

��*6�¬-�6�*è`*�*��`>-6&*���-�.�6��s`*���h���-4*>`�)*�s*h�¬�-�*)�:�.�`*���*>s)�������`�s6�)*�s*6£�`*)�6�`�6�

è))�6��s�--4&*`6��.6��*��-�.��`*���>s)*`�``��s*.��Ý��`*�s)*�>6£�s6�.�6��s*.�s6��¬>6�*6�*6£�*��-�6�:�-4*-��*

�Ã��`>��*�¬`��:�)*�s*.4¬��`�.>��64&*¬�sÝ�sC&*�s)*C�h¬-�sC*���-�.�6��s`�



�����
�	������
���������

�	���������	���	���	�

,+25#.44.-8�75*'$'5805%'02*5.�5"4'&2!05(.442($8.�52 .&$05*'$8�75%'(�5$.53�3�)55,+8057&.-$+5&'$25805'5&2�2($8.�5.#5

$+25'��6'4812*5�2'&5.�2&5�2'&57&.-$+5.#52�/.02*5'((.6�$05.�2&5$+25/'0$5#.6&5�2'&0)

�����
�	������
���������

�	�

��������	����������

?>=:;9< B3@

E>I;FHDCG;K B�@

YC_];HU_FIQ9:>[>:^HSCCSHNHMXFQI 3a@

SF9>CXHd;I>C 3a@

M^s;_K;9Q_>:^ 3x@

�=:;_:C>=G;=:HNHS:_;CG>=] 3�@

��MFGG;_9; 3�@

¢_C[;XHNH�FK�>:CX>:^ 3�@

¦;¥K 3¨@

M_^�:F 33@

Y;]C9^H?>=C=9; �a@

DCGsX>=] �x@

�@ «@ ��@ �«@

µ�%2&02(6&8$�

¿.(8'45¾2*8'

Ò'&725É&.*6($8�8$�5¿''¿5Ê5µ4.6*

×8*2.5Ù'Û20

"8�$2(+

ä�$2&$'8�Û2�$5Ê5¿$&2'Û8�7

�����
�	������
���������

�	�ïéý

��
�
�
��
��

ä
µ.ÛÛ2&(2

��'&'72

,&'�245Ê5�.0/8$'48$�

(2-0

Ù'Û%48�7

Ò27'(�5"8�'�(2

µ&�/$.

3�@ 3«@ B�@

02�	��
�����

"8�$2(+5.&5B�'�(8'45$2(+�.4.78205&2/&202�$8�75$+25+87+20$57&.-$+5&'$25(.64*5%25'5087�5.#5%.$+58�(&2'02*5

-.&4*-8*25'*./$8.�5.#5$+202502&�8(205'�*58�(&2'02*5'5'(�2&5.//.&$6�8$�)

Ù'Û%48�75(.Û8�758�5'$5$+254.-20$57&.-$+5&'$258058�$2&20$8�7V5(.�08*2&8�75$+252�/4.08.�58�57&.-$+5'�*5

�808%848$�5$+'$58�*60$&�5+'05022�58�5(.&$+5�Û2&8(')5,+25'#.&2Û2�$8.�2*5'6$+2�$8('$8.�5/&'($8(205'�*5

*2�8(25%8'05(.64*5'((.6�$5#.&5$+80)

� �'&2)8.



��
�������������
	�����	����
	�������������
���
	����������
������������

A5?H7,?F9D816(<7=97(2D</?D?HJ(J.7HD7.-6H<DJ=D,?,,7J(D/7*6H)7(2D7,DH/6FF?(27(2'D%JD/?F-DJ526(7>6<7J(,D?,<7.6<?D

</?75D57,)$D#?"!?D&?!?FJ-?&D6(D+ �CG4EG0E4;I3C</6<D:5?6),D&J#(D#?:D6--D?�-J,15?D:9D7(&1,<59'D�9D.1F<7-F97(2D</?D

6!?562?D.J(</F9D?�-J,?&D6HHJ1(<,BD:9D</?D6--5J�7.6<?DHJ,<DJ=D6D,7(2F?D6HHJ1(<D<6)?J!?5$DJ526(7>6<7J(,DH6(D

&?57!?D6D:6,?F7(?D?,<7.6<?DJ=D57,)D?�-J,15?D<JD6H<7!?D,?,,7J(,'D�<",D7.-J5<6(<D<JD(J<?D</6<D</7,DH6FH1F6<J5D7,D:9D(JD

.?6(,D?�/61,<7!?$D6(&DJ</?5D=6H<J5,D@D(6.?F9DF6:J5$D=561&$D6(&DH1,<J.?5DH/15(D@D.1,<D:?DHJ(,7&?5?&D<JD267(D6D

HJ.-5?/?(,7!?D1(&?5,<6(&7(2DJ=D,?,,7J(D/7*6H)7(2D57,),'

�
���

tr^qsbnkbrbknlpc_rigqpkcubq^`nqpkbriYbug_bpiYgs[mpri_nXgYb\qk_ZbeibWVWUTbdlrfqibYnk\cqkgYb_Rr_b_Rgubni`gk_gYb

q`gsbQSZWb^nccnqibriYbYgYn\r_gYbq`gsbSaTVVVbgljcquggkb_qb]srpYbriYbr^pkgPTbnljcuniobq`gsbWablnccnqibNqshniob

RqpskbjgsbugrsZbMicubrbkgcg\_b]gNb\qljringkbnib_RgbNqscYbRr`gb_RgkgbhniYkbq]bsgkqps\gkTbRqNg`gsZbdb^gLgsbNrub

_qb_Rnihbr^qp_bcr^qsb\qk_kbnkbqibrbjgsbni`gk_nor_nqib^rknkTbNRn\RbNgK`gb^sqhgibYqNibnib_Rgb^qOb^gcqNZ

�		������
���z�����z�����
�����v���������������

 �������������������������������

À··¯½¸·º£º­¿°ª¼º©º­¿»ª¼º¾µ¯§§¦º§¥£¬¸¬¨º·£§£¤¦º£²¬º£¬¬¢´¢¥²£§º¡¥½¶¸²·£´¢¥²º¶£¡±£®¸ºµ¥¤º£º

¡¦³¸¤·¸¡¯¤¢´¦º¥¤ºµ¤£¯¬¹¤¢·±º¶¤¥µ¸··¢¥²£§«

ÒÝÚÙàØËÙÖÞàËÙÔàÞÔÑÙÐËÌØÝÞÝÎÙàÝÖÎÙØÞÝÊÕÞÝÌÖÇßÍÈßÆÅÛÉ×ÄÓß×ÃßÂßÜÃÉÁÏ

À··¯½¸·º´¢½¸º·¶¸²´º´¤¢£®¢²®º£§¸¤´·ºµ¤¥½º¬¸´¸¡´¢¥²º´¥¥§·öº¡¥¤¤¸§£´¢²®º¬£´£ºµ¤¥½º´å¤¸£´º¢²´¸§§¢®¸²¡¸º

·¥¯¤¡¸·º£²¬º¢²´¸¤²£§º§¥®·öº£²¬º£²¦º¤¸§¸õ£²´º¡¤¥··ºµ¯²¡´¢¥²£§º¡¥½½¯²¢¡£´¢¥²º´å£´º¥¡¡¯¤·º³¸µ¥¤¸º£²º

£¡´¢¥²º¢·º´£±¸²«

"$� &'����%��'$��$�%!���'��($��(�����%��'!�%&�
���
�$��%!��	���	����������!�!�&'�����(&�'&���(&�!�(�%&�
��

�(�&!��	����	�����������!��(
 �%������������!�'��((���'!%��$%�'�%&'�%��(&��'�(&�($�'�!�$��%�'��(�$��

�'#%(�%&��$�%!���'��($�

J¦º½¯§´¢¶§¦¢²®º­Dªº¬¥§§£¤·º³¦º´å¸º²¯½³¸¤º¥µº£²²¯£§º£¡¡¥¯²´º´£±¸¥õ¸¤º¢²õ¸·´¢®£´¢¥²·öº¦¥¯º¡£²º¸·´£³§¢·åº£º³£·¸§¢²¸º

µ¥¤º§£³¥¤º¡¥·´·«º-å¢·º¡£§¡¯§£´¢¥²º£§·¥ºå¢®å§¢®å´·º¶¥´¸²´¢£§º·£õ¢²®·º¥¶¶¥¤´¯²¢´¢¸·ºµ¤¥½º¢½¶§¸½¸²´¢²®º¶¤¥£¡´¢õ¸öº

£¯´¥½£´¸¬öº£²¬º·¡£§¸¬º,¥¤±+¥,·º³¯¢§´º¥²º¢¬¸²´¢´¦º¢²´¸§§¢®¸²¡¸«º*¥¤º¢²·´£²¡¸öº¢µº²¸,§¦º¬¢·¡¥õ¸¤¸¬º¡¤¸¬¸²´¢£§·º£²¬º

£¡´¢õ¸º·¸··¢¥²·º£¤¸º£¯´¥½£´¢¡£§§¦º+£®®¸¬ºµ¥¤º¶£··,¥¤¬º¤¸·¸´·º£²¬º·¸··¢¥²º¤¸©£¯´å¸²´¢¡£´¢¥²öº´å¸ºõ¥§¯½¸º¥µº

£¡¡¥¯²´º´£±¸¥õ¸¤º¢²õ¸·´¢®£´¢¥²·º¡£²º³¸º¤¸¬¯¡¸¬E·£õ¢²®º­Dªº¬¥§§£¤·ºµ¥¤º¸£¡åº¢²¡¢¬¸²´º£õ¥¢¬¸¬º£²¬º¯²§¥¡±¢²®º

½¥¤¸º´¢½¸ºµ¥¤º³¯·¦º£²£§¦·´·º´¥º·¶¸²¬º¥²ºå¢®å¸¤ºõ£§¯¸º´£·±·«

�À½£x¥²«ºwgªgih«ºo²¬¸¶¸²¬¸²´º·¸§§¸¤·º±¸¸¶º¡å¥¥·¢²®ºÀ½£x¥²ºµ¥¤º´å¸ºõ£§¯¸º,¸º¶¤¥õ¢¬¸«ºÀ½£x¥²«mVL\[KllMMMc|`�R_|�|y�qcX��lqzM[l[�|jjP`R[uqz[[luqez\zqezq_P[zjjz~[Pszz\PXV��[uqTP|�|y�qP
a�~P_VzPO|jRzPMzP\~�Ouez

D +£¤¸«¢¥

https://flare.io/roi-calculator/
https://www.aboutamazon.com/news/small-business/independent-sellers-keep-choosing-amazon-for-the-value-we-provide
https://www.aboutamazon.com/news/small-business/independent-sellers-keep-choosing-amazon-for-the-value-we-provide


�������� ����
	� ���������������

#!'�$'" !��!'&"!%&

('$�"� !�

-+*-,)

A@=79:=?68<53>2?;01;47/.5/8<?48;5

O=;9>=?8<?/>>/4/5?697B=5;

(XV "T&Q�% "

-\*-\)

s87?9?52./49>?94480<5i?3/:3=7?@9>0=?

94480<5;?49<?48669<m?687=?68<=2?8<?

53=?m97B?c=1j

O=;9>=?8<?/>>/4/5?697B=5;i?185;�

0;=7?58?0;=7?|790m

� %�X&�"���
-,))*-\)�)))

¬97/91>=?m=.=<m/<:?8<?53=?:96=?9<m?

m=;/791/>/52?8|?53=?94480<5

O=;9>=?8<?/>>/4/5?697B=5;i?/<²:96=?

579<;945/8<?|790mj

ÐTXÏ%&ÐX�ÓÏ' !�ÅÈ""(
-\)))Ø&Ó�$&%"Õ

÷9;=m?8<?4>80m?486.05/<:?48;5;?|786?

7=4=<5?472.58ã94B/<:?537=95?7=.875/<:äj

�72.58ã94B/<:

�$"!�ÓX$'"' X!&*&� $T !��

-+))*-,)))

0=7?94480<5?19;=m?8<?"<5=7<95/8<9>-

A/7?!79<;.875?A;;84/95/8<?�"A!A -

|790m?=;5/695=;/

0926=<5?s790m�

?5829>52?08/<5?s790m

#VX���$V�
P �KTÕ&�"$ "JT�

r9<2?6=7439<5?94480<5;?39@=?1==<?>/<B=m?

58?60>5/²6/>>/8<?m8>>97?|790m?;43=6=;

r=7439<5?|790m?9<m?;496;i?

68<=2?>90<m=7/<:

³ç2;m/:Ü?�Î�ÎÐ Ü?Ar÷ÅOçÊË"·¶?A?<=c?4>80m²<95/@=?472.58ã94B/<:?8.=795/8<?=�.>8/5/<:?A�ç?;=7@/4=;Ü?ç2;m/:?÷>8:ÜÁ�Ä¼ºµ��ºâºÞØÔÛª¤��È§¤Ô�¡�È±�ºÉÒØÞ�

j�!79@=>?·9/>2?¬=c;Ü?�Î�ÎÐ Ü?¯8c?9/7>/<=;?9<m?385=>;?49<?9mm7=;;?|790m?9;?421=7?537=95;?7/;=Ü?!79@=>?·9/>2?¬=c;Ü¾�Ã»¸´��®®®Ú�� �°¦Ý ×¦áå°®¸Ú«£��«£¦Ñ�å��° �Ñ�°Ý� ��×«¦°¸��£®� ×�¦×å°¸� åÝ��£�°¦¸�
« å� ÝÝ�°¸¸��� ÑÝ� ¸�«áÆ°�����° �¸��×¸°�

é ð97=Ü/8

ú$"Ï%&ôX����

58;;=;?|786?|790m0>=<5?945/@/52?|8>>8c/<:?9<?94480<5?59B=8@=7?49<?@972?c/>m>2?19;=m?8<?53=?/<m0;572?9<m?53=?

52.=?8|?c=1?9..>/495/8<?/<@8>@=mÜ?s87?/<;59<4=i?94480<5;?|87?;57=96/<:?;=7@/4=;?52./49>>2?.7=;=<5?>8c=7?|790m?

7/;B;i?687=?87?>=;;?>/6/5=m?58?53=?@9>0=?8|?53=/7?68<53>2?;01;47/.5/8<;Ü?"<?48<579;5i?6=7439<5?94480<5;?|87?=²

4866=74=?.>95|876;?49<?7=;0>5?/<?>8;;=;?7=943/<:?5=<;?8|?5380;9<m;?8|?m8>>97;?87?687=Ü?÷=>8c?/;?9?43975?

;06697/z/<:?=;5/695=m?.=7²94480<5?|790m?>8;;=;?178B=<?m8c<?12?/<m0;572Ü?�3/>=?<85?486.7=3=<;/@=i?c=?

/<5=<m=m?58?/>>0;5795=?53=?m/@=7;=?c92;?9?;/<:>=?486.786/;=m?94480<5?49<?1=?=�.>8/5=m?|87?|790m0>=<5?945/@/5/=;Ü

https://sysdig.com/blog/ambersquid/?utm_source=chatgpt.com
https://www.traveldailynews.com/column/featured-articles/how-airlines-and-hotels-can-address-fraud-as-cyber-threats-rise/?utm_source=chatgpt.com
https://www.traveldailynews.com/column/featured-articles/how-airlines-and-hotels-can-address-fraud-as-cyber-threats-rise/?utm_source=chatgpt.com


�
�
�������
���	���

$3<6C>6=A<6�C8=6BA;FF<340346<BC3C�0B60�9;B=86C>6;BBC53=6

=;*<CE<:61/@$-6=C6+5;3=0>)6086B58=C�<:6BA5:36:08*'6

7<4;:&F<886C>6>;5F=#60=!86:<;8C3;�F<6=C6;885�<6=A;=6

B58=C�<:86�AC6&08BCE<:6=A<0:68=:<;�03468<:E0B<#6;0:F03<6

;BBC53=#6C:68CB0;F6�<&0;69:C%F<6A;86�<<36BC�9:C�08<&6;:<6

�C:<6F0*<F)6=C6BA5:36C:6�<BC�<603;B=0E<6=A;36=AC8<6�AC6

A;E<63C=6<�9<:0<3B<&685BA6;3603B0&<3='6@A<6*<)6+5<8=0C3608�6

AC�6�5BA6�C:<6F0*<F)?

�;:0C5868=5&0<86A;E<6; <�9=<&6=C6�<;85:<6=A<60�9;B=6C>6

&;=;6�:<;BA<86C36B58=C�<:6:<=<3=0C3'6/BBC:&0346=C6;6

:<B<3=6:<9C:=#6���6C>6BC385�<:8603&0B;=<&6=A<)6�C5F&6

BC380&<:6B5 0346=0<86�0=A6;6�:;3&6>CFFC�0346;6B)�<:8<B5:0=)6

03B0&<3=,'6@A<6.��6"C8=6C>6;6�;=;6�:<;BA67<9C:=#6;6�0&<F)6

:<><:<3B<&603&58=:)6�<3BA�;:*#6A;86BC3808=<3=F)6B0=<&6

�:;3&6;3&6:<95=;=0C36&;�;4<6;86;6�;�C:6BC3=:0�5=C:6=C6

=A<6FC34D=<:�6BC8=86C>6;6�:<;BA'6.36=A<6����6:<9C:=#60=6�;86

3C=<&6=A;=6BC8=86:<F;=<&6=C6FC8=6�5803<886:C8<622�6)<;:6CE<:6

)<;:('6�03B<6�C8=6�:<;BA<8603ECFE<6=A<60&<3=0=)6E<B=C:#60=!86

:<;8C3;�F<6=C603><:6=A;=6/@$6; ;B*86:<9:<8<3=6;680430%B;3=6

BC3=:0�5=0C36=C6=A<6CE<:;FF6BC8=6C>6&;=;6�:<;BA<8#6=AC54A6

+5;3=0>)0346=A<0:6<�;B=60�9;B=6:<�;0386&0�0B5F='

JIG�
�b�6C>658<:86�<F0<E<6=A<6�:;3&6

C:6BC�9;3)6086:<89C380�F<6>C:6

9:<E<3=0346/@$6; ;B*86;3&6

8<B5:0346;BBC53=6B:<&<3=0;F8'

kIG
�<�<:6=A;36A;F>61�b�-6C>6/@$6

E0B=0�86�<:<63C=0%<&6�)6=A<6

BC�9;3)6=A;=6=A<0:6;BBC53=6A;&6

�<<36BC�9:C�08<&'

/6���b6:<9C:=6>:C�6=A<6&040=;F6>:;5&6E<3&C:6

�0>=�69:CE0&<86;6�C:<6&0:<B=6FCC*6;=6B58=C�<:6

8<3=0�<3=6=C�;:&6;BBC53=6=;*<CE<:8'6@A<6

8=5&)6>C53&6=A;=�

@A<6�0>=6:<9C:=60869;:=0B5F;:F)6E;F5;�F<6�<B;58<60=6B;9=5:<86�C=A6B58=C�<:68<3=0�<3=6;3&6:<;FD�C:F&68<B5:0=)6

<�9<:0<3B<8#68A<&&0346F04A=6C36AC�6�<FF6BC�9;30<86BC��530B;=<6:08*86;3&6:<89C3&6=C6/@$603B0&<3=8'6²80346

=A<8<603804A=86;86;6�;8<F03<#6�<6�50F=6;6�C&<F6;:C53&6�0&Ñ��=:<;�#6;6%B=0C3;F68=:<;�03469F;=>C:�6�0=A62��6

�0FF0C364FC�;F658<:8#6BA;:40346¬��69<:6�C3=A61¬���69<:6)<;:-6>C:60=868<:E0B<�

òæë��
�
�������
���á�Ý�ß�à���í�Ú
���ãß�Þ
��ã���Ù�Øßã
à����×�ÜäÞ
��ã�

�����
�	���
����
�����������

'�#& �� $!��!&���!�6�'��

L<6&08B588<&6;62'��6�<&0;36/@$6<�9C85:<6:;=<6<;:F0<:6036=A<6:<9C:='6²3&<:8=;3&0346=A;=63C=6;FF6

<�9C85:<86;:<6;B=<&659C36�)6B)�<:B:0�03;F8#6�<!:<6<8=0�;=0346;6�'��603B0&<3=6:;=<#6:C54AF)62Eb:&6C>6

=A<6<�9C85:<6:;=<'

c
e�a�[
d	
_��
�W
�	���
���
a
e����[
_T
R�O
e��
T����
NfM^MMM

z��
�
�q�
z��d[lk�
e�dT
v�d�a
�d��

�b�

{ �;:<'0C



7Zy}m�}�i`W:�:�\`ayL}@�}C`#;i`Zy}m�}�`}ypy�}m6-`$1�`+K`'i&i`m+"p@�y}p`�+@Ye`pH+u`u@}m6�pV"=`K}+�`�`L}�"e`VK`VH`p@�y}ye`�`mCLy}`V"mVey"Hi`Zy}m�}�i_5�tq.PP�x|l�|�hl*�P!x�qP�x|l�|�
|xqx�|l5
%0
*J

?
q
l*!q?�x|q
�*?Xd
qG*t
t?|l5�qU!<
J|*�
�
M|�!d
UJ
UG
q?�x|xd
�
lBMx|
U!lUdx!F

A
R	i`W:�:�;i`[+pH`+K`�`e�H�`L}y�m6`}yu+}H`:�:�i`
R	i^4�so/QQ���gTN�gk)�Q{ws){EoQc�E��N{w�k3

�&VKHi`W:�:�;i`9mm+@"H`H��y+�y}`K}�@e-`��`:�:�`V"ey�`}yu+}Hi`&VKHi]2�rn,OOnSIDfj(�OS bv��zvr(zDn�~jj(> D�D~�v(�vz�Iz~>b����8�8�

https://vercara.com/news/vercara-research-75-of-u-s-consumers-would-stop-purchasing-from-a-brand-if-it-suffered-a-cyber-incident
https://vercara.com/news/vercara-research-75-of-u-s-consumers-would-stop-purchasing-from-a-brand-if-it-suffered-a-cyber-incident
https://www.ibm.com/reports/data-breach
https://sift.com/index-reports-account-takeover-fraud-q3-2024?aliId=eyJpIjoiU3QxV1BmVFZ5aXFKcjh2WSIsInQiOiJXRUxtbDFycXdjTVdndERJcVd3VndRPT0ifQ%25253D%25253D


�����
����
��
	�������

!&�� $"�����*$��&���#�����%)'���((����

!&��#&�� $"���;%)'���(;����

OMKIHFEDNCFGBBKJLNA?HB@

Vcb]W\`_Z_YXU[\_YSUT`R�Q�%

�~$#��l��*$���|��$��*$��i�#"���$�#f�#&�� $"��e�|"w�w&�$�f&&"r�||�&i����|$�w��w*&rw��*$��&���#��

�&&y��i&����~$�w�$�wo�s$��wwe�$���|&r$i��*ei#��*�#��l��*$��r$i$�#&��#&�� $"o

Vcb]W\`_Z_�cT�b_YXU[\_YSUT`R_�%

°*�w�fi&e���w�i$|���~$|���&i$�l&if�~�#fo�°*$���iew���*���¯�#��"$#�w�*���$#�«��#"��*$��&���#��"�"�

�*$�i�f*���*�#f�����#l&i��#f��*$�o����%��*ei#�i��$�i$�$��w���w��||$i�li����&#��*�����f*��w��||��e���

&e��&l��#���e#"�#�$�&l���e��&#o

Vcb_Vcb]W\`_Z_YXU[\_YSUT`R_��%

°*�w�fi&e���w�|�y$|���&�l$$|��$�i��$"��$��ew$��*$���|��$��*$��&���#���#"��*$��&���#��l��|$"��&�

#&��l���*$�o�°*ew�r$��wwe�$���w�f#� ��#�|��*�f*$i���%��*ei#�i��$o

Vcb_Vcb]W\`_Z_�cT�b_YXU[\_YSUT`R_Q�%

�|�*&ef*��*$��"&#Ñ���|��$��*$��i�#"���*$��w��||���f*���$�e�w$���*$��r$i$#Ñ���#l&i�$"o�Ò&�$�����

|$�~$o�s$��wwe�$���Q�%��*ei#�i��$��w�����"�&�#���$�r$$#���#���|�"�w�&#�$#���$ofo���%)��#"�

����~$�"�ww���wl����&#��$ofo����%)o

�
�
���èèãâáà�ßÞãí	��åÛñäÚÚÚïÙìØ×ìïëØ×ïæØÖ×

��w$"�&#��*$��$i�$#��f$�$w�����$w�&e�|�#$"��#��*ei#����$��wwe����&#wo

'á.á	ãá�$â�
�����-Û��ï!�((���ïÖ��ÙÖ((æ

Q��������*ei#$"�ew$iw��e|���|�$"�����##e�|�=(���we�w�i����&#��&w�

Q� ��i$o�&

[YUXVNVNRPSOXYQMPZQOWLMPONLP[WKJYUTQP[IWQN

°&�f$����*&|�w����e#"$iw��#"�#f�&l�*&r��e�*��°h��#"�w$ww�&#�*�g��y�#f��&w�w��&ei��ew�#$ww�&#��#��##e�|���w�w��

r$���#��&���#$��||��*i$$��&w��l���&iwo�a$�Ñw��f��#�ew$��*$� ���&#�|��&���#��_�"p(Ò�i$����#"��*$�i��i& |$��&�

�""�e���*$��&w�w��#"��e�#��l���*$���f#��e"$�&l��*�w��i&�|$�'

�
�
�

���������������������

Ò$�ei�����$��w���##&���#~$w��f��$��||��*$��#��"$#�w��*$���i$��|$i�$"�&#�"e$��&��*$�e���e��&ew��i&�|$��

&l�¯�|$i��l���fe$«o�_�i�&ew�w&ei�$w��e���*$�#e��$i��i&e#"������%��#~$w��f���&#�o�a$�Ñw�w�|����*$�

"��$i$#�$��#"��wwe�$��*$�_�"p(Ò�i$���w$�ei�����$����#~$w��f��$w�*�|l�&l��*$�i�$w�����$"�;�������

�°h��#��"$#�wo

8%,:A'146*-%��%7"<"=-%�����3/%+< �%�*��*��%1�3/�%�1�6?A3	%�:3%��A���%�3�6A��$9��
�##�2�5@�����#0)��)&�)&
2�@.5��#0)��)
&0
2.�&�0�5>@2&�92&
�@��&;0�;2����!(�

https://medium.com/anton-on-security/antons-alert-fatigue-the-study-0ac0e6f5621c


�����


	�
�
�������
�

����

*$!&%�)%%��$�!�)!�!�$�������# $%!��)!��#%�%�''$%%"�����#$�)!$��)#��"()���'�%!%�($�)!$��!��!��%$�

)''��#!%�

*$!&%�)%%��$�!�$��!�$(������($%��!$���#�"()�����%%$%�$5�)��#��!�$� )��$��"�1���#!���"�)�0��E/C!($)��

%�@%'(�G!��#�6,/+.�

jc��`


�i�[�
gX
bgYb^YgaU\
ST
aRU
VfUQSP^X
XUbaSPT�

omlkn y#�!�$�')%$��"�0��E/C!($)����z�w�)#��C$%%��#�vuG�%�($�'�%!%�)!��$)%!�

,xq���������#�����)(%�)##�)����

����������

²$���G$�!��%��)!)�G(� ��$%� )��)@�$��#%���!%��#!��!�$�%')�$����G)'!��)#���#��%!(��!($#�%�%�((��#��#��$uG�%$��

%$%%��#%����($���G�(!)#!�����$���G$��!��#%G�($%�%$'�(�!��!$)�%�!����G(� $��(�)���$#!��$!$'!��#�)#��($%G�#%$�

%!()!$��$%·%��"!�#��!��)(��G(�)'!� $��$)%�($%�!�)!���$#!�"�����#�!�(��)#��($�$��)!$�$uG�%$��%$%%��#%�@$"�($�

!�$��')#�@$�$uG���!$��!���$)�����"()���(�%©%���#��'©��)@�(�$��'�$#'�$%��)#���$�� $(�@$�$(�%$'�(�!����!'��$%�"�(�

$#��'�%!��$(%�

À)($���

ûîøóÓöùòãáï

íâìêèõÜåõÚñèõâèì×èêõÜÞõÔñêèìÚõÒÑàÐåÎêèõÌìÞìÍè÷èÞÚËõñèâàÜÞÍõÐêÍìÞÜæìÚÜÐÞåõÐÙõìââõåÜæèåõ×èÚèÉÚõñÜÍñÅêÜåÝõèÑàÐåÎêèåõÙÐÎÞ×õÐÞõÚñèõÉâèìêõ

ìÞ×õ×ìêÝõÈèØÖõÊÐ÷ØÜÞÜÞÍõÚñèõÜÞ×ÎåÚêúÇåõØèåÚõÉúØèêÉêÜ÷èõ×ìÚìØìåèõÈÜÚñõìõêÜ×ÜÉÎâÐÎåâúõÜÞÚÎÜÚÜÆèõÎåèêõèÑàèêÜèÞÉèËõíâìêèõèÞìØâèåõ

ÉÎåÚÐ÷èêåõÚÐõêèÉâìÜ÷õÚñèõÜÞÙÐê÷ìÚÜÐÞõì×ÆìÞÚìÍèõìÞ×õÍèÚõìñèì×õÐÙõÚñêèìÚõìÉÚÐêåÖõíÐêõ÷ÐêèõÜÞÙÐê÷ìÚÜÐÞËõÆÜåÜÚôðÄßäÃÂÂÁëéçÕÛÏÖ

�
������
���	��������
	�

�������	���
��	���
�

���

https://flare.io
https://try.flare.io/free-trial/
mailto:hello@flare.io
https://flare.io

